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DEMO

cucumber --name "person 1s restricted
from putting input into a field that
will be executed by the system”
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WebDriver

ImZ5.251s
jemural:swtf mkonda$ cucumber --nome “person is restricted from putting input into a field that will be executed by the system”
Feature: person is restricted from putting input into a field that will be executed by the system

In order to trust the system

as a user

no user should be able to submit code that the software runs

Scenario: attacker attempts to inject a comnmand in form input
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ROOT CAUSE

def destroy
@project = Project.find(params[:id])

name = @project.name
“rm /tmp/#{name}.log"

@project.destroy

respond to do |format|
format.html { redirect to projects url }
format.json { head :no content }
end
end

What 1f @project.name 1is
"; cat /etc/passwd > public/passwd.html;”
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\VS€ BDD?



HOW MANY
PCOPLE HERE

KNOW OF OWASP?



HOW MANY
PCOPLE HERE

CURRENTLY WRITE
SECURITY TESTS?
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rspec



Trading error worth trillions disrupts

Swedish market

REUTERS | Nov 29, 2012 10:54 AM ET | Last Updated: Nov 29, 2012 10:58 AM ET

NP More from Reuters

The Wednesday futures and options market halt came after an order was entered in FRANK RUN ORST/AFPX
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require 'spec_helper'’

describe User do
before(:each) do

|

Buser = User.new
@user.email = "hi€hi.com"
end

it "should not allow short passwords" do
@user.password = "hi11B"
@user.save
| @user.errors.should have(l).messages
Buser.errors.messages[:password].should eql ["is too short (minimum is 8 characters)”]
end

it "should not allow passwords without a digit" do

@user.password = "highthere”

@user.save

@user.errors.should have(l).messages

@user.errors.messages[:password].should eql ["must include at least one lowercase letter, one uppercase
end

1t "should not allow passwords without an alpha™ do

@user.password = "32434234324"

@user.save

@user.errors.should have(l).messages

Buser.errors.messages[:password].should eql ["must include at least one lowercase letter, one uppercase
end

it "should accept complex passwords with a lower, upper and digit" do

@user.password = "Passwlrd!"
@user.save
user.errors.should be_empty FlnlShEd in 023473 SECOHdS

end

end









FEATURE
SCENANKIO

GIVEN
WHEN
THEN



Feature: personis restricted from accessing
project they do not own

Scenario: person accesses a project
that is not theirs

Given a new project created by a user

When a different person attempts to access the
project

Then the system should prevent access



DEMO

cucumber --name "person 1s restricted
from accessing project they do not

owI
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Waiting for www. triage

19, 9005
jemurai:swtf mkonda$ cucumber --name “person is restricted from accessing project

Feature: person is restricted from accessing project they do not own
In order to trust the system

as a user
each person should only be able to access their projects

Scenario: person creates a project
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Given(/"a new project created by a user$/) do
uuid = SecureRandom.uuid
Quserl = "fb user 1 #{uuid}@jemurai.com"
register as user(@userl, "password")
new project("Insecure Direct Object Reference #{uuid}",

"Forceful Browsing Desc")
@Qurl = current url

end

When(/"a different person attempts to access the project$/) do

logout (@Quserl)
uuid = SecureRandom.uuid

Quser2 = "fb user 2 #{uuid}@jemurai.com"
register as user(@user2, "password")
end

Then(/"the system should prevent access$S/) do

visit @url
expect (page) .not to have content "Forceful Browsing Desc”

end



INTRODUCING: TRIAGE

https://github.com/Jemurai/triage



https://github.com/Jemurai/triage

http://localhost:3000/projects?name=%27A%27%29%200r%201=1%20--

HANDY

emall = current user.email
conditions = "owner LIKE '#{email}'"
i1f params|[ :name]
conditions = "name like #{params[:name]} " + conditions
end
@projects = Project.find(:all, :conditions=>conditions)

respond to do |format|
format.html # index.html.erb
format.json { render json: @projects }
end

FOR ILLUSTRATION

SELECT "projects".* FROM "projects"
WHERE (name like 'A') or 1=1 -- owner LIKE 'test@test.com')



https://github.com/Jemurai/triage
mailto:test@test.com

INTRODUCING: SWTF



SECUKITY WEB
TESTING
FRAMEWORK



SECUKITY WTF
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FEATURES/ENV.RB

require 'cucumber/formatter/unicode’

require 'capybara/cucumber’

require 'securerandom’

Capybara.default_driver = :selenium
Capybara.app_host = 'http://triage-secure:3003)"

¥Capybara.app_host = 'http://triage-insecure:3000/"
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module TriageDriver

def register_as_user(username, password)
visit ‘users/sign_up’
fill_in "user[email]”, :with => username
fill_in "user[password]"”, :with => password
fill_in "user[password_confirmation]"”, :with => password
click_button "Create My Account”
end

def logout(username)
click_link "Logout #{username}"
end

def login_as_user(username, password)
visit "/users/sign_in’
fill_in "user[email]"”, :with => username
fill_in "user[password]", :with => password
click_button "Sign in"

end

def access_project(id)
visit '/projects/' + id
end

def new_project(name, description = nil, priority = 3, rank = 3, tier = 3,verified = false, rich_de
visit '/projects/’
click_button "New Project”
fill_in "project[name]”, :with => name if name
fill_in "project[description]”, :with => description if description
fill_in "project[priority]"”, :with => priority if priority
fill_in "project[rank]"”, :with => rank if rank
fill_in "project[tier]"”, :with => tier if tier
¥ fill_in "project[verified]"”, :with => verified if verified
fill_in "project[rich_description]”, :with => rich_description if rich_description
click_button "Create Project”
end

end

World(TriageDriver)



Feature: user 1is prevented from putting XSS in project form fields
A user wants to be sure that others users can't
put XSS in the projects pages

in order to ensure that their sessions and information are safe.

@javascript
Scenario Outline: XxXss attempt

Given the field is "<fieldname>"
When the value is "<value>"

Then the field result should be "<result>"

Scenarios: xss 1n fields
fieldname | value | result |
project[name] | ProjectName | noxss |

project[name] | ProjectName <script>alert('project[name]-
>xss');</script> | xss |

project[description] | ProjectDescription
<script>alert('project[description]->xss');</script> | noxss |



new project("XSS Name #{@field} #{uniqg}","XSS Desc #{@field}"+ uniq)
click link 'Edit'
fill in @field, :with => @value
click button "Update Project”
i1f @result == "xss"
# This should have xss in it...did it stick?
alerted = false
begin
page.driver.browser.switch to.alert.accept
alerted = true
rescue
end
1f alerted
fail("XSS Used to create Popup in #{@field} with #{@value}l")
else
puts "Good news, no xss where expected.”
end
else
expect (page).to have content @value
end



DEMO

cucumber --name "user 1s prevented from
putting XSS 1n project form fields"”
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Scenario Outline: xss attempt
Given the field is "<fieldnome>"
When the value 1§ '

the fleld result

Scenarios: xss in fields
| value | result |
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Given(/Athe field is "(.*?7)"$/) do largll
@field = argl
end

When(/Athe value is "(.*?7)"$/) do largll
@value = argl
end

Then(/Athe field result should be "(.*?)"$/) do largll
@result = argl
uniq = Time.now.to_s
run = SecureRandom.uuid
user = "test+#{run}@jemurai.com"
register_as_user(user, "password™)

¥ logout(user)

ﬂ login_as_user(user, 'password’)
new_project("XSS Name #{@field} #{uniq}", "XSS Desc #{@field}"+ uniq)
click_link "Edit’
fill_in @field, :with => @value

click_button "Update Project”
if @result == "xss"

# This should have xss in it...did it stick?
alerted = false
begin
page.driver.browser.switch_to.alert.accept # For now assume any XSS has an alert.
alerted = true
rescue
end
if alerted
fail("XSS Used to create Popup in #{@field} with #{@value}™)
else
puts "Good news, no xss where expected."
end
else
puts "No dialog..."
expect(page).to have_content @value
end
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TESTS OUT OF APP

Rails Application:
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Cucumber | SWTF
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MEANS THEY CAN B¢
EASILY ADAPTED TO
TEST DIFFERENT APPS



DEMO

cucumber --name "user 1s protected from
malicious content and having their page
framed"
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Feature: user 1s protected from malicious content and
having their page framed

A user wants to be sure that effective browser
protections are enabled

in order to ensure that their information is safe.

@javascript
Scenario Outline: check for secure headers attempt
Given a new project created by a user
And the page 1is "<page>"
When the header is "<header>"
Then the header value should be "<result>"

Scenarios: headers 1n pages

page | header | result |

projects/ | X-Frame-Options | DENY |
projects/ | X-XSS-Protection | 1 |




cookies = Capybara.current session.driver.browser.manage.all cookies
csrf token =
Capybara.current session.driver.browser.find element(:xpath, "//
meta[@name="'csrf-token']").attribute( 'content');
# Switch mode to net::http
uri = URI.parse(url)
http = Net::HTTP.new(uri.host, uri.port)
http.verify mode = OpenSSL::SSL::VERIFY NONE
request = Net::HTTP::Post.new(uri.request uri)
request[ 'Cookie'] = cookies
request.set form data( {
" method" => "put”,
"authenticity token" => "#{csrf token}",
"project[name]"=> "header updated and verified",
"commit"=>"Update Project" })
response = http.request(request)

1f response[@header] == @result
#pass
else
fail("Header #{@header} not set to #{@result} as expected.
Instead was #{response[@header]}.")
end



TAKE A
VULNERABLE
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WRITE TESTS THAT
ILLUSTRIATE THEC
SECURITY ISSUES



TRY TO ILLUSTRATE HOW
EASY ITWOULD Be TO
WRITE SECURITY TESTS



IN LANGUACGE EVERYONE
CAN UNDERSTAND



WHY 1§ APPLICATION
SCANNING §O HARD?



WHAT |IF THE DEV
WHRITING THE CODE WERE
TESTING SECUKRITY CASES
ALONG THE WAY?

MVUCH SIMARTER.



EXPLORATORY TESTING



QUIZ

e USER SHOULD NOT B€ ABLE TO SET FIELDS
NOT SHOWN IN TH€E FORM



QUIZ

e USER SHOULD NOT Bt ABLE TO SUBMIT
FORMS IN ANOTHERS SESSION



ARC€
STAKEHOLDERS
ASKING FOR




BUT IF YOU ASK THEM
NBOUT THESE FEANTURES
THEY MIGHT WANT THEM



CURRENT TESTS

INJECTION / SQL INJECTION

CROSS SITe SCRIPTING

NMMASS ASSIGNMENT

CROSS SITE REQUEST FORGERY

SECURE HEADERS

SENSITIVE DATA €XPOSURE (SESSION COOKIE)



DEMO

cucumber --name "users favorite album 1is
in cookie”
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jemural:swtf mkonda$ cucumber --name “user {s protected from maliclous content and having their page framed™
Feature: user is protected from malicious content and having their page framed
A user wants to be sure that effective browser protections are enabled
in order to ensure that their information is safe.

&javascript
Scenario Qutline: check for secure headers attempt
Given a new project created by a user . .
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jemuratl : swtf mkonda$
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1 {2/ When(/Athe accesses the dashboard$/) do

2 visit "/"

3% end

4

5 £2/ Then(/Athe session cookie should not contain sensitive information$/) do
6 cookies = Capybara.current_session.driver.browser.manage.all_cookies
7

8 cookie = cookies[@]

9 detail = cookie[:value]

10 # puts "Detail is #{detail}"

11 puts "Cookie is #{cookie}"

12

13 decoded = ""

14 3| begin

15 decoded = Marshal.load(Basebd.decodeb4(detail))

16 rescue

17 decoded = ""

188 end

19

20 # puts decoded

21 expect(decoded) .not_to have_content ""CTF_FLAG"=>"2112""
22

23 # In prod this should be true.

24 # expect(cookie).to have_content 'HttpOnly' # This is not coming through for some reason. (
25

26 # In prod these should also be applicable.

27 # expect(cookie).to have_content ':secure=>true’

28

29 expect(cookie).not_to have_content ':expires=>nil’

30

31 % end




SIMPLIFIED STEPS

e INJECTION: INJECT COMMANDS INTO FIELDS AND
DETECT FUNCTIONS BEING CALLED.

o X§§: INJECT SCRIPTS INTO FIELDS AND DETECT THAT
ALERTS ARE THROWN

o MASI ASSIGNMENT: §€T RAW FORM DATA WITH

NET::HTTP AND SEND IT TO §€€e HOW THE€ SERVER
RESPONDS

o CSKF: ALTER CSRF TOKEN AND SEND OTHERWISE
VALID REQUEST

o HEADERS: INTERACT WITH SYSTEM AND VERIFY THAT
HEADERS ARE BEING SET

o SENSITIVE DATA: OPEN SESSION COOKIE AND INSPECT
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GOAL #1: PLATFORM FOK
ECDUCATING DEVELOPERS



GOAL #2: LANGUACGE
FORK COMMUNICATING
WITH BUSINESS OWNERS



GOAL #3: MECHANISM
FORR MAKING IT EASTER
TO IMPLEMENT TESTS.






HOW MANY PEOPLE
HAVEC HAD A
PENETRATION TEST
AGAINST THEIK
APPLICATION?



INSTEAD OF A PDF,
WHAT IF WE
DELIVER FINDINGS
WITH WORKING
TESTS!



WHAT F A
DEVELOPER COULD
FIX XN SECURITY I§SUE
BY MAKING THE

TEST PASS.



WAND R



COOD: ALMOST
EVERY CLIENT
ENGAGEMENT

BENEFITS FROM

OWASP



BAD: OWASP
MEETINGS | HAVE
BEEN TO ARE
PREDOMINANTLY
SECURITY PEOPLE



HOW DO W¢t
“"COMMUNICATE”



CHEAT SHEETS



HOW MANY
PCOPLE HERE

HAVE ATTENDED
DEVELOPER

CONFERENCES THIS
YEAR?



(:(WinduCiruRails




HOW MANY
PCOPLE HERE

COMMIT TO
DEVELOPMENT

PROJECTS?



COMMUNITY
ORCGANIZING



IDEAS:

GO TO DEV MEETUP

GO DeEV CONFERENCE

CONTRIBUTE TO 0SS
LISTEN



MORE IDEAS:

IDENTIFY
TECHNOLOQGY
LEADERS AND

APPROACH THEM



MAKE DEVELOPER
FRIENDS




MAKE DEVELOPER
FRIENDS




MORE IDEAS:

FORM AN
OUTREACH
SUBCOMMITTEE



MORE IDEAS:

DE-"CRIMINALIZE”
APPLICATION
SECURITY
IGNORANCE



MORE IDEAS:

INVITE DEVELOPERS
TO §PEAK



MORE IDEAS:

FIND ACTIVITIES
THAT DEVELOPERS
CAN PAKTICIPATE IN
AT MEETINGS



MORE IDEAS:

EMPHAISIZE
DEVELOPER
CONTRIBUTIONS TO
OWAISP SITE



MORE IDEAS:

GET DEVELOPERS ON
THE OWASP BOARD



MORE IDEAS:

227



BASICALLY, | WANT
TO §€e OWASP TRY TO
BUILD COMMUNITY
ORCGANIZING WITH
DEVELOPERS INTO A
MODEL THAT CAN B¢
REPEATED
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FEATURES

PERSON 1§ RESTRICTED FROM PUTTING INPUT INTO A
FIELD THAT WILL B€ €XE€CUTED BY THE §YSTEM

USERC 1§ PREVENTED FROM PUTTING XS§§ IN PROJECT
FORM FIELDS

USERC SHOULD NOT B€ ABLE TO §€T FIELDS NOT SHOWN
IN THE FORM

USER SHOULD NOT Be ABLE TO SUBMIT FORMS IN
ANOTHERS SESSION

USER IS PROTECTED FROM MALICIOUS CONTENT AND
HAVING THEIR PAGE FRAMED

USERS FAVORITE ALBUM 1§ IN COOKIE€



